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Templates Part 11

Interim Progress Report - Budget Period Three

Workplan - Budget Period Four

Focus Area E: Health Alert Networ k/Communications and I nformation
Technology

Budget Period Three Progress Report

Using the Interim Progress Report template below, provide a brief status report that describes progress
made toward achievement of each of the critical capacities and critical benchmarks outlined in the
continuation guidance issued by CDC in February 2002.  Applicants should describe their agency’s
overal success in achieving each critica capacity. The progress report narratives should not exceed 1
page, Sngle-spaced, for each critical capacity. Applicants are welcome to use bullet-point format in
their answers, 0 long as the information is clearly conveyed in the response.

CRITICAL CAPACITY: To ensure effective communications connectivity among public hedlth
departments, hedlthcare organizations, law enforcement organizations, public officids, and others as
evidenced by: a) continuous, high speed connectivity to the Internet; b) routine use of e-mail for
notification of derts and other critical communication; and ¢) adirectory of public hedth participants
(including primary dinica personnd), their roles, and contact information covering dl jurisdictions.

Provide an update on progress during Project Year |11 toward achieving this critical capacity:

The Massachusetts Department of Public Health (MDPH) has continued its collaborétive efforts to
ensure effective communications connectivity.

In order to establish high speed connectivity to the Internet in al 351 locad hedlth jurisdictions

(M assachusetts has no county structure), MDPH engaged in the following endeavors:.
an Alert Network wireless proof of concept to establish high-speed, secure wireless accessto
the Massachusetts Alert Network (to be completed by 6/30/2003).
an engineering study to determine the optima means to establish high speed connectivity to the
mogt rurd jurisdictions. This study will consder the utilization of dark fiber, wireless, wire and
satellite connectivity.

Massachusetts leverages the routine use of email for notification. Currently deployed, the Massachusetts
Alert Network alows over 400 initia users to disseminate information eectronicaly through email,
pager, voice phone and fax.

In an effort to establish regionaization, the Commonwedlth defined five Bioterrorism Preparedness
Regions. Asacore component of the Alert Network, a role-based directory contains contact
information of key personne who represent multiple agencies and organizations from every geographic
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area of the Commonwealth. Massachusetts dso has a database of contact information stored in a
Didogics Broadcast Communicator. Thisinformation is routingly used to disseminate important
information to each of the 351 locd boards of hedth.

Numerous Commonwesdlth agencies and organizations have collected and maintain large databases of
contact information. They have further and built email digtribution lists that include membership from key
decison makers within the agencies.

Critical Benchmark #11: Edimate the percentage of your sate’ s population thet livesin loca
jurisdictions that are covered by the Hedlth Alert Network

70 %

Critical Benchmark #12: Isyour state's communicetion system capable of sending and receiving
critica hedth information (including aerts of emergency event data) among hospital emergency
departments, state and loca officids and law enforcement officids, 24 hours aday, 7 days a week?

X YES [INO

CRITICAL CAPACITY: To ensure amethod of emergency communication for participantsin public
hedlth emergency response that is fully redundant with e-mall.

Provide an update on progress during Project Year 111 toward achieving this critical capacity:

Recognizing the importance of redundant mechanisms of communication, public health emergency
response personnd currently have the following tools at their disposal:

Alert Network

radio communication

Didogics Broadcast Communicator

The Alert Network application allows for messaging to email, pagers, fax and voice phone interface. As
part of the Alert Network pilot project, members were given either:

Nextel mobile phones with two way messaging and pusht-to-talk capability or

Two-way, dpha numeric pagers

By the end of June 2003, Massachusetts will have enhanced the functiondity of the current gpplication to
include secure wireless access. These enhancements will serve to broaden the mechanisms by which
and locales at which users may access the gpplications. Users were given either:

iPaq wireless persond digital assstants or

tablet PC's
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In pardld efforts, radio devices were distributed to multiple agencies and secure, monitored repegaters
were established throughout the Commonwed th to ensure thorough radio coverage. Findly, the
Commonwesdlth has continued to support the Dia ogics Broadcast Communicator for easy dissemination
of fax and email notifications.

These collaborative efforts reinforce the importance of opening inter-agency communication channels as
well as provide a redundant mechanism of communication for al key public health emergency response
personne. In efforts to establish communication fully redundant with email, over five types of
communication devices have been distributed throughout the Commonwedth and our systems can
currently support many more.

CRITICAL CAPACITY: To ensure the ongoing protection of critical data.and information systems
and capabilities for continuity of operations. (See Appendix 6, IT function #8.)

Provide an update on progress during Project Year |11 toward achieving this critical capacity:
The Bureau of Communicable Disease Control (BCDC) fully appreciates the importance of data
confidentiality and security, and has protected access to confidentia data through various application-
based and physica security systems.

All Bureau applications with critical data (web-based and non-web based) are a a minimum, strong
password protected. Additionally, web-based systems use 128-bit encryption and the necessary
firewd| configuration to ensure data security. The Bureau isworking with other Commonwedlth
agencies and organizations to implement the central administration of second factor authentication.

Physicdly, dl roomswhich contain paper or computers holding confidential data are secured by card
key and or keypad readers and remain locked at dl times. The hosting facility for our web-based
applicationsis aso secured with locks and has video monitoring. All security functions are fully
auditable.

CRITICAL CAPACITY: To ensure secure dectronic exchange of clinica, laboratory, environmentd,
and other public hedlth information in standard formats between the computer systems of public hedlth
partners. Achieve this capacity according to the rdlevant I'T Functions and Specifications.

Provide an update on progress during Project Year |11 toward achieving this critical capacity:
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In close coordination with the Bureau of Laboratory Sciences (BLS), the Bureau of Communicable
Disease Control (BCDC) will continue to enhance its eectronic communications capabilitiesto
exchange clinica, laboratory, environmental and other public hedlth information. Massachusetts has
recently completed the conceptua design of the Electronic Laboratory Reporting and Communication
(ELR) Component. The ELR component will alow the exchange of secure client transactions through
web-based communications.

The ELR component is an extranet gpplication that will extend the functiordity of the recently devel oped
State Laboratory Information System (SLIS). SLIS includes acommon data repository (CDR) that will
be accessed by dl laboratories within the BLS. The CDR is based on the PHIN logica data modd and
utilizes common database technology (SQL Server) using Windows NT and supports ODBC
connectivity.

The conceptua design of the ELR component includes the use of acommercid interface engineasa
solution for both ELR and SLIS transmission and reception of HL7 messages and data. The interface
engine will be selected to support HL7, Verson 2.4 and earlier, bXML, message queues and will have
the ability to trandate and manipulate LOINC and SNOMED codes. The web interface will use
standard web security features of the web server platform, which will be sdected during the detailed
design phase, and include strong authentication connectivity. Theseinclude HTTP User Authentication
and session encryption using HTTPS and secure socket layer (SSL).

In addition the Massachusetts Department of Public Health (MDPH) has an established Data Standards
Committee. The committee meets monthly to define and reenforce data confidentidity and data
standards policies throughout the Department, in accordance with the I T Functions and Specifications,
outlined in the Cooperative Agreement, Appendix 4.

Page 4 of 34
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Budget Year Four Workplan

For each Recipient Activity gpplicants should complete the work plan templates attached below.
Applicants are welcome to use bullet- point format in their answers, o long asthe information is clearly
conveyed in the response. All responses should be brief and concise. Please note that full use of
the CDC templateswill meet all of the requirementsfor submission of a progressreport and
work plan. Although no additiond information is required, grantees may eect to submit other essentia
supporting documents via the web porta by uploading them as additiona eectronic files.

CRITICAL CAPACITY #11: To ensure effective communications connectivity among public hedlth
departments, hedthcare organizations, law enforcement organizations, public officias, and others (e.g.
hospitas, physicians, pharmacies, fire departments, 911 Centers)

RECIPIENT ACTIVITIES:

1. Implement a plan for connectivity of key stakeholders involved in a public hedlth detection and
regponse including a 24/7 flow of critical hedth information, such as dlinica data (build
according to IT functions #1-3 in Appendix 4), derts, (build according to IT Functions#7-9in
Appendix 4) and criticd event data, (IT Functions #1-3 in Appendix 4), among hospita
emergency departments, state and locd public hedth officids, law enforcement, and other key
participants (e.g. physicians, pharmacies, fire departments, 911 Centers) (LINK TO CROSS
CUTTING ACTIVITY INTEROPERABILITY OF IT SYSTEMS, Attachment X)
(CRITICAL BENCHMARK #18)

Strategies. What overarching approach(es) will be used to undertake this activity?

Page 5 of 34
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The Massachusetts Department of Public Health (MDPH) engaged more than 15 of the
Commonwedth’'s agencies and organizations, including hospitds, state and locd public hedth officids,
public safety, EMS and other key participants in establishing communication infrastructures for derting
and data sharing. With regular meetings, the key stakeholders have played an integrd rolein defining
and optimizing the solution suite for addressing the Commonwealth’s communication needs. From
establishing communication protocols to specifying application requirements, this cross agency
cooperation has ensured coordinated efforts throughout the Commonwedlth as well as optima system
integrations.

To date, MDPH supports and maintains the Massachusetts Alert Network, Diaogics Broadcast
Communicator and severd in-house communicable disease survelllance applications, which recelve some
electronic laboratory reports. Currently in pilot phase the Alert Network has over 700 pilot users
representing numerous agencies and organizations that have worked in concert toward establishing the
proper channels of communication. These agencies and organizationsinclude: MA Information
Technology Division, Executive Office of Public Safety, Anti- Terrorism Task Force, Department of

Food and Agriculture, Department of Public Hedlth, Fire, Hospitals, Local Boards of Health, Mass
League of Community Health, Mass Medica Society, DEP, US Generd Services Adminidration, US
HHS and CDC.

MDPH plans to continue a coordinated, phased roll-out of the Alert Network to address the
communication needs of the Commonwedlth. Key loca hedth agencies, dong with their public hedlth
partners will be identified and systematicaly added and trained as Alert Network users.

MDPH plansto build off this foundation and continue development and implementation of NEDSS Base
System (NBS) and Electronic Laboratory Reporting (ELR) applications for secure data exchange in
coordination with the currently deployed Alert Network The conceptua design of the ELR Component
includes the use of acommercid interface engine as a solution for both ELR and SLIS transmission and
reception of HL7 messages and data. The interface engine will be sdected to support HL7, Verson 2.4
and earlier, ebXML, message queues and the ability to trandate and manipulate LOINC and SNOMED
codes. The web interface will use stlandard web security features of the web server platform, which will
be sdlected during the detailed design phase, and include strong authentication connectivity. These
include HTTP User Authentication and session encryption usng HTTPS and secure socket layer (SSL).

Combined, NBS, ELR and the Alert Network will alow for secure communication of derts and transfer
of critical data. In addition, interfaces between these systems and those of other agencies (i.e. radio
systems, web-based systems, databases, Commonwedth solution to sngle-Sgn-on, etc.) will be built.

All design, development and implementation will be conducted according to the specifications and
guidelines of the Public Hedlth Information Network (PHIN).

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Page 6 of 34
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Continue roll-out of Alert Network to loca hedlth agencies and other public hedth partners
including provison of high speeed internet access

Refine stakeholder requirements for NBS and ELR solutions

Release RFR for development of ELR gpplication

Integrate NBS and ELR with Alert Network and other Commonwealth applications as

appropriate

Timeline: What are the critical milestones and compl etion dates for each task?
- Pilot Alert Network acceptance by 9/2003
Initiste phased roll-out of Alert Network by 10/2003
Findize stakeholder requirements by 9/2003
Initid development of ELR solution by 12/2003
Implement NBS at state level by 1/2004
Participation in NBS by at least 3 mgjor local hedlth authorities by 4/2004
Complete ELR technica architecture by 3/2004
I ntegrate gpplications, including Commonwedlth secure sngle sign-on by 2/2004

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and identified contractors will be respongible for al tasks, except NBS, which is overseen by
CDC.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

The ELR component will be developed in accordance with the MDPH Systems Development Life Cycle
(SDLC) methodology. Metrics will be employed on sdlected tasks as appropriate to monitor
performance, identify potentia issues as early as possible in the SDLC process and determine the
effectiveness of remedia actions taken. Mgjor milestones dates will be monitored as to the estimated and
actual completion dates. Once the metrics are defined and gathered, they will be communicated regularly
to the SLIS Project Team for project tracking and process improvements.

Success of NBS will be evauated by its implementation at the Sate level, with participation from at least
three mgjor local hedlth jurisdictions by April 2004.

2. Ensure, by testing and documentation, at least 90 percent of the key stakeholdersinvolvedin a
public hedth response can receive and send critica hedth information including derts and
critical event data. (Build according to Appendix 4 - 1T Functions and Specifications.)
(CRITICAL BENCHMARK #19)

Strategies. What overarching approach(es) will be used to undertake this activity?

In order to ensure that 90 percent of the key stakeholdersinvolved in a public hedth response can
receive and send critica hedth information, MDPH supports and maintains the Massachusetts Alert
Network and the Diaogics Broadcast Communicator (as a back-up).

Page 7 of 34
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Currently in pilot phase the Alert Network has over 700 pilot users representing numerous agencies and
organizations that have worked in concert toward establishing the proper channels of communication.
These agencies and organizations include: MA Information Technology Division, Executive Office of
Public Safety, Anti-Terrorism Task Force, Department of Food and Agriculture, Department of Public
Hedth, Fire, Hospitals, Loca Boards of Hedlth, Mass League of Community Hedth, Mass Medica
Society, DEP, US Generd Services Adminigtration, USHHS and CDC. MDPH plansto continue a
coordinated, phased roll-out of the Alert Network to address the communi cation needs of the
Commonwedth. The Alert Network, in conjunction with redundant communication systems (e.g. radio
network, cell phones, two-way pagers and wirdess devices), will ensure that 90 percent of the key
stakeholders can send and receive aerts and critical data. All gpplications and communication devices
involved will meet the IT functions and specifications as outlined in the IT Functions and Specifications,
Appendix 4.

MDPH plans to conduct drills and distribute test derts to ensure the efficiency of the the derting system.
All such exercises are audited, documented, analyzed and used to make improvements.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Egtablish protocols for inter and intra agency communication

Define drills and test scenarios through table top exercises involving multiple agencies and
juridictions

Conduct drills and scenarios

Andyze and document breadth and efficiency of communication distribution

Timeline: What are the critical milestones and completion dates for each task?

Egablish inter and intra agency protocols by 9/2003
Develop table top excercises by 9/2003

Complete table top exercises by 10/2003

Assess success of communication systems

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

All parties (as listed above) should be included in the drill definition and execution to achieve accurate
and redlidic testing.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Conduct drills and author documentation verify 90% coverage.

3. Deveop effective public health communications connectivity by identifying loca hedth agencies
to serve asmode stes for training and education, support for organizationa capacity building,
and the creation of knowledge management systems for public health practitioners. In selecting
dtes, grantees should congder locdlities that were among the 120 citiesidentified in the
Response to Weapons of Mass Destruction Act of 1997, are the largest population centersin
the state, are state capitas, have specia sgnificance for terrorism preparedness and response

Page 8 of 34
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(e.g., military base, drategic location, international port of entry, specid population), and are not
direct recipients of funding under this cooperative agreement.

Strategies. What overarching approach(es) will be used to undertake this activity?

Utilizing wirdless technologies, MDPH will collaborate with the Baston Public Hedth Commission
(BPHC) and loca hospitals to devel op applications to facilitate secure data exchange in emergency
crigsgtuations. This project will build on the knowledge gained by BPHC during their successful
deployment of wirdess gpplications for patient tracking during the 2003 Boston Marathon.

Additionaly, MDPH will collaborate with one or more of the three MMRSs to deploy wireless
gpplications for Strategic National Stockpile (SNS) tracking and inventory management.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Children's Hospitd, Boston will collaborate with MDPH and BPHC to design, implement and manage a
wireless pilot project to test the use of the PING Response tool in conjunction with wireless devices.
This project will build upon knowledge gained during the Boston Maraton pilot wireless project
sponsored by BPHC. This collaborative project will demonstrate health and emergency department
personnd ability to:
- collect patient informeation

trander this information securdy and in conformance with HIPAA for MDPH, patient, and

medical use and

utilize Alert Network, PING and other gpplications in awireless enviornment

Additionaly, MDPH will collaborate with the one or more of the three MMRSs to implement and
manage wirdless techonaligies to test the use of the Alert Network, specificaly the Prophylaxis and
Vaccine Management System (PVM'S) component, to manage inventory and asset tracking of the SNS.
This project will demondate the ability to:

inventory SN'S through wireless applications utilizing ether barcode or RFID tags

manage recpackiging and distribution process

fecilitate transfer of field datato centra repository

Timeline: What are the critical milestones and compl etion dates for each task?
- Development requirements and specifications for PING project by 10/2003
Conduct drill for PING project by 12/2003
Deveop requirements and specifications for SNS project by 11/2003
Condcut drill for SNS project by 2/2004

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH, BPHC, and Children’ s Hospita, Boston will be responsible for the PING project. MDPH and
selected MMRSs in conjunction with local hedth authorities will be responsible for the SN'S project.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Page 9 of 34
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Success of the project will be defined by drills being successfully executed. The drills should serve as
foundations for expangion of the projects to other municipdities and to the statewide leve.

4, (Smdlpox) Develop asystem to enhance public hedth capacity for recruitment and tracking of
participants, data collection, storage, and management, reporting and evauation activities
related to the National Smalpox Vaccination Program.

Strategies. What overarching approach(es) will be used to undertake this activity?

| Develop a system incorporating existing systems and adding functions or modules as needed.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Where possible, establish links among existing systems, including the PVMSS, the hospita

smallpox coordinators spreadsheet and the certified vaccination team members spreadshest.
Determine additiond functions that are needed to support activities related to the Smallpox
Vaccination Program

Timeline: What are the critical milestones and compl etion dates for each task?

Review exigting systems by 11/2003

Where feasible, establish links among the existing systems by 4/2004

Identify additiond functions, if necessary, to support the Smalpox Vaccination Program in
M assachusetts

Responsible Parties. |dentify the person(s) and/or entity assigned to complete each task.

The following MDPH personnd will be responsible for these tasks.
PVMS Coordinator
Alert Network Coordinator, with input from the Smallpox Response Coordinator
Immunization Program Medica Director
Epidemiology Program Manager
BT Nurse Coordinator
BT Medica Director

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Progress toward successful completion of this activity will be determined by the accomplishment of the
milestones according to the timeline described above.

5. (Smdlpox) Ensure that hospitas, clinics, and other participants in the National Smallpox
Vaccination Program maintain a directory of smallpox vaccination team members and are
provided regular updates on implementation of program activities with gppropriate technica
assistance.

Strategies: What overarching approach(es) will be used to undertake this activity?

Page 10 of 34



gt T Continuation Guidance — Budget Year Four

e ;
£ Attachment E
E_ c Budget Period Three Progress Report and Budget Period Four Workplan
,‘%ﬁ

e

Provide information on the Hospital Smalpox Vaccination Monitoring System (HSVMYS) to dl hospitas
with smalpox vaccinaion teams. Provide training on the PYMSto al facilities and agencieswith
aufficiently large numbers of vaccinees to warrant such training (MDPH will provide data entry into the
PVMSfor dl other entities).

Tasks: What key tasks will be conducted in carrying out each identified strategy?
Include information onthe HSVMS in the Smdlpox Vaccination Team Training Manud and in
presentations during the smalpox vaccination certification training
Offer training on the PYMS as an option for those facilities that wish to do their own data
management of vaccination team volunteers

Timeline: What are the critical milestones and compl etion dates for each task?
Information on the HSVMS isincluded in the Smallpox Vaccination Team Training Manud and
in presentations during the smallpox vaccination certification training. Information on the
HSVM S will be updated as needed.
Training on the PVMS is offered to any facility that wishes to do its own data management of
vaccination team volunteers.

Responsible Parties. Identify the person(s) and/or entity assigned to complete each task.
Thefollowing MDPH personnd will be responsible for these tasks:

Smallpox Coordinator

PVMS Coordinator

BT Nurse Coordinator, with input from the BT and Immunization Program Medica Directors

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Progress toward successful completion of this activity will be determined by the accomplishment of the
milestones according to the timeline described above.

CRITICAL CAPACITY #12: To ensure amethod of emergency communication for participantsin
public health emergency response that is fully redundant with standard Telecommunications (tel ephone,
e-mall, Internet, etc.).

RECIPIENT ACTIVITIES:

1. Assessthe capacity in your jurisdiction for redundant communication systems/devices (two-way
radios, cell phones, voice mail boxes, satellite phones, amateur radio groups, hand radios or
wireless messaging), the capacity of existing systems at the state and loca level to broadcast and/or
autodid to automatically distribute aerts and messages to these systems/devices, and the capacity to
link to the emergency communication systems of local emergency response partners. If necessary,
make improvements during this budget cycle.

Strategies: What overarching approach(es) will be used to undertake this activity?
| Separate from, but coordinated with the Commonwealth’s Needs Assessment project, MDPH initiated |
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asmdler scoped engineering study to assess the optima method for ensuring redundant communication
sysems/devicesfor EMS. Expangons of this study will include assessment of dl available forms of
communication including wireless, wire, radio, and telephone and will also address every geographic
region of the state. With no county structure, MDPH must ensure that each of the 351 jurisidictions,
which include very rura towns, has access to a communication sysem. Consderations of this study will
include cogt, extenshility, robustness and breadth of service. Improvements and enhancements to
redundant communication systems/devices will be made based on the results of the study.

Additionally, capitdizing on the collaborative efforts of our partners throughout the state, MDPH plansto
interface with numerous communication systems including those from Public Safety such as Statewide
Anti- Terrorism Unified Response Network (SATURN), EMS, Hospitals and Fire. This linkage will not
only alow for vauable redundancy, but will also establish a presence at the state and locd levd.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Conduct expanded engineering study to assess methods to establish redundant communication
infragtructure — consderations include wire, wireless and fiber optic

Determine optima means of system integration

Purchase necessary additiona hardware (i.e. satellite phones, radios, €tc.)

Timeline: What are the critical milestones and completion dates for each task?

Engineering study complete by 10/2003
Additional hardware purchased by 12/2003

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and identified contractors with input from EM S, Massachusetts Hospital Association (MHA),
Executive Office of Public Safety (EOPS) and other public hedlth partners.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

MDPH will test and execute drills on an ongoing basis to produce reports which will highlight successes
and fallures to ensuring a method of emergency communicetion.

2. Implement a second method of receiving critical aerts such as pagers, cdl phones, voice
mailboxes, or other devicesto dlow public hedth participants to receive dertsin full redundancy
with e-mall.

Strategies. What overarching approach(es) will be used to undertake this activity?

MDPH has begun distribution of iPaqg persond digita assstants, wireless enabled |aptops, wirdess
enabled tablets, Nextel cdl phones, two-way dpha-numeric pagers. Asthe Alert Network is
implemented statewide, key players will continue to receive devices that alow them to receive dpha-
numeric messages. The Alert Network aso provides for computer generated voice aerts viaany phone;
as a back-up for this method of aerting, MDPH plans to enter into memorandums of understanding
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(MOUs) with surrounding states to provide this function in emergency Situations. Additiondly, back-up
cal digribution centers provided by vendors will serve as futher redundant methods of communication
and dlow for mass (>1000 calls) digtribution of phone derts.

The Department plans to contribute to an inter-agency initiative that will provide radio devicesto
agencies throughout Massachusetts and establish the necessary infrastructure (i.e. repeaters, antennas) to
ensure radio coverage.

The project team hasinitiated the establishment of secure wirdless access to the Massachusetts Alert
Network. A proof-of-concept in atesting environment with a select group of devises (tablets and
pocket PC’s) will be complete by June 30, 2003.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Distribute pagers, phones and wireless access devices to key stakeholders
Implement wireless access to Alert Network

Enter into MOUs with surrounding states to provide redundant aerting mechanisms
Interface Alert Network with mass call down distribution center

Timeline: What are the critical milestones and compl etion dates for each task?
- Digribute dphanumeric pagers and cdll phonesto Alert Network participants through 52004
Implement wireless access to Alert Network by 8/2003
MOUs with outsde states in place by 10/2003
Interface Alert Network with call down distribution center by 10/2003.

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and its identified contractors.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

MDPH has avariety of mechanismsfor congtituents to provide feedback and evauation, including
regular Focus Area E Work Group meetings, MDPH Senior Management meetings and electronic
mechanisms. MDPH will dso test the dert mechanisms and track the receipt confirmations to determine
the effectiveness of the systems and methods of communication. Drills Smulaing emergency Studtions
will test the effectiveness of utilizing redundant communications provided by vendors or other States.

3. Work with CDC, and as appropriate, other federal agencies, to develop and acquire high
frequency and satellite voice/data communications systems between locd, Sate, and federd
partners. These systems will be standards based to ensure interoperability.

Strategies: What overarching approach(es) will be used to undertake this activity?

In conjunction with EOPS, specificaly MEMA, MDPH will continue to provide high frequency radiosto
public hedth and public safety officids, incuding Sate, locd and federd authorities.  In addition, use of
satdllite phones will be assessed and supplied as necessary.
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MDPH is dso committed to enhance the radio infrastructure (i.e. repeaters and antennas) throughout the
Commonwedth.

Tasks: What key tasks will be conducted in carrying out each identified strategy?
Determine gaps in high frequency radio communications
Provide high frequency radios where needed
Assess need for satellite phones
Supply satellite phones as necessary

Timeline: What are the critical milestones and compl etion dates for each task?
Ensure redundant high frequency radio communications in place by 12/2003
Ensure redundant satdllite phonesin place by 2/2004

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.
MDPH in collaboration with its public hedth and public safety partners.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured by afully operationd and redundant radio and satdllite phone communications
sysem.

4. Collaborate with loca emergency service providers to acquire technologies and utilize standards
developed by CDC to develop UHF/VHF/HF data and/or voice communication capability
between key Public Hedth Partners.

Strategies. What overarching approach(es) will be used to undertake this activity?

Statewide assessments are currently underway to evaluate frequency usage, coverage, and transmission
qudity (e.g. clarity, interference, etc.) or radio communications between EMS centers (C-MEDS).
Coverage maps have been assembled on aregiond basis and will be used to identify areas where
coverage isinadequate. Inventories and licensing information have been collected for dl C-MEDs and
base stations. FCC requirements regarding MED channel usage have also been reviewed. The andyss
of thisinformation will result in the development of a tatewide frequency plan that will optimize the use
of current frequencies and resources. The plan will take into account the FCC requirement that over
time EM S operate on narrowband channels.

In assessing possible solutions to improve inter/intra regiona C-MED and hospital communications,
options that alow for both voice and data communications will be assessed. A radio-based system that
dlowsfor sharing of data between C-MEDs and hospitals would complement and serve asthe
necessary redundancy to any Internet based system. The contractor’ swork is dated to be completed
by the end of June 2003 and afind report with recommendations delivered in July.

Tasks: What key tasks will be conducted in carrying out each identified strategy?
| An improved EMS communications system plan will seek to make optimum use of existing frequencies |
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and resources, expand coverage and minimize interference. Of particular importanceis alowing C-
MED centers to communicate with one another. The contractor is presently assessing three options for
congderation:
(1) Enhanced C-MED Network — This gpproach would have channels assigned exclusvely within
regions based on a nort+interference bass
(2) Inteligent C-MED Network — This gpproach would alow for greater management and flexibility
within the statewide system. Channdls would be distributed based on loading and traffic and
would dlow for management and dlocation of channds
(3) Multiple-Access C-MED Network — This approach would be highly automated (i.e. assgning
channds automaticaly) yet expand cgpability to alow for broad regiond and Statewide
communications.

All solutions considered will be in accordance with the IT Functions and Specifications as outlined in
Appendix 4.

Timeline: What are the critical milestones and compl etion dates for each task?

Assessment complete by 7/2003
Initiate gpproach to communications solution by 8/2003
Purchase any necessary hardware by 12/2003

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

Responsible partied include MDPH and its identified contractor with input from EMS and other
appropriate public hedth partners.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured based on the ahility to achieve redundant statewide communications.

5. Develop broadcast auto-diding voice messaging capabilities.

Strategies: What overarching approach(es) will be used to undertake this activity?

MDPH currently utilizes the Diaogics Broadcast Communicator and the Alert Network for auto-diding
voice messaging. Additiondly, we have begun discussonswith cal centers that could potentialy provide
thousands of phone linesin the event of amass cdl digtribution. While the Alert Network will have call
out capability, in Stuations that necessitate mass (>1,000 calls) cal didributions, it will securdly integrate
with acal center to propagate the dert.

As a back-up for this method of derting, MDPH plans to enter into memorandums of understanding
(MOUs) with surrounding states to provide this function in emergency Stuations.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Establish synchronization capability between the Communicator and the Alert Network
Establish redundancy and fail over for Alert Network
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Explore interface with mass digtribution cal center for increased auto-diaing voice messaging
capabilities
Establish MOUs with surrounding states to ensure back up method of aerting

Timeline: What are the critical milestones and completion dates for each task?
- synchronization between the Communicator and Alert Network completed by 10/2003
redundancy for Alert Network established by 11/2003
increased auto-diaing voice messaging capabilities identified by 10/2003
MOUSs with surrounding states in place by 10/2003

Responsible Parties: Identify the person(s) and/or entity assigned to complete each task.

MDPH will provide leadership in concert with efforts from the Massachusetts Emergency Management
Agency (MEMA) (for establishing fail over hosting Site) and other vendors as gppropriate.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

MDPH will test the functiondity of al establish interfaces and modules to ensure full functiondity before
releasing into production. In addition, continued regression and performance testing will be done
periodicaly. All contracted vendors engaged with MDPH must submit routine project progress reports
to MDPH management for review. This fundamenta requirement of the MDPH Syster Devel opment
Life Cycle and contract engagement is crucid in managing vendors.

6. Providefor technologicad and staffing redundancy of critica information and communication
systems to support these functions. (Build according to I T function #9 in Appendix 4.)

Strategies. What overarching approach(es) will be used to undertake this activity?

MDPH plansto establish redundancy on the production Alert Network instance aswell as house a
independent and synchronized fail over/back-up instance in adifferent location. The production Steis
planned to be hosted within the Commonwedth’s infrastructure, while the fall over stewill resdeina
secure, 24/7 underground bunker operated by MEMA.  All security policies, access and firewdls will be
in accordance with I'T function #9 in Appendix 4.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Buy necessary hardware and software for site redundancy
Engage production hogting facility
Egablish fall over steat MEMA bunker

Timeline: What are the critical milestones and completion dates for each task?

hardware and software purchased by 9/2003
production facility engaged by 9/2003
fal over Steat MEMA established by 11/2003

Responsible Parties. Identify the person(s) and/or entity assigned to complete each task.
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MDPH, in collaboration with the Massachusetts Information Technology Divison (ITD) and MEMA,
will ensure redundancy of critical communication systems.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured by the development of afully redundant and secure system.  Independent
validation and verification will be employed, incuding disaster Smulations and intrusion detections.

7. Routingly assess the timeliness and completeness of the redundant method of derting, asit exists
to reach participants in public hedth response. (CRITICAL BENCHMARK #20)

Strategies. What overarching approach(es) will be used to undertake this activity?

In conjunction with local hedlth and public safety authorities, MDPH plans to establish drills and
scenarios that will ad in assessing the timeliness and completeness of redundant alerting methods. These
drillswill not only involve derting participants, but dso afull andlyss of the response and action
precipitating from the test dert.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Define drills and scenarios for assessing derting methods
Conduct drills
Andyze and document participant feedback and drill execution

Timeline: What are the critical milestones and compl etion dates for each task?

Define drills and scenarios by 9/2003
Conduct drills by 12/2003
Andyze and document participant feedback and drill execution by 2/2004

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and its public hedlth and safety partners, dong with itsidentified contracter will oversee this
charge.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Achievement will be measured by the successful completion and analyss of at least one drill.

CRITICAL CAPACITY #13: To ensure the ongoing protection of critical dataand information
systems and capabiilities for continuity of operations in accordance with IT function #3 (see Appendix
4).

RECIPIENT ACTIVITIES:

1 Assess the exigting capacity in your jurisdiction regarding policies and procedures for protecting
and granting access to secure systems for the management of secure information, system
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backups, and systems redundancy. If necessary, develop a proposa for improvements during
this budget cycle.

Strategies. What overarching approach(es) will be used to undertake this activity?

MDPH is currently engaged with two primary Stes for gpplication hosting: the MEMA bunker and the
state- run Massachusetts Information Technology Center. Both environments will be outfitted with the
necessary security and back-ups according to HIPAA and PHIN.

Policies and procedures will be established outlining the necessary measures that must be in place to
ensure a secure environment. These will include requirements for locked facilities and racks with
auditable security trails, video monitoring and eectromagnetic shock suppression.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Formal policies and procedures will be developed to ensure a secure environment and back up
Primary stein place a ITD with fully redundant fall over sitein place at MEMA

Timeline: What are the critical milestones and compl etion dates for each task?

Initiate formalization of policies and procedures by 9/2003
Both sitesin place by 1/2004

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH, ITD and MEMA will work collaboratively to develop these policies and procedures and site
establishment.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured by the completion of said policies and procedures and the establishment of
redundant Sites.

2. Perform regular independent validation and verification of Internet security, vulnerability
assessment, and security and continuity of operations practices, and rapidly implement
recommended remedid activities.

Strategies. What overarching approach(es) will be used to undertake this activity?

MDPH has budgeted for regular independent vaidation and verification (1IV& V) of Internet security on
al sysemsto ensure HIPAA and PHIN compliance. Thisandysswill include virus protection levd,
penetration testing, load balancing and performance testing and fail over testing. Redlizing that security is
critica for applications, MDPH ensuresthat dl necessary remedia action will be performed before
bringing sysems on-line.

Tasks: What key tasks will be conducted in carrying out each identified strategy?
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Contract with speciaigtsfor IV&V of production applications, possibly utilizing direct assistance
from CDC

Define and execute IV&V

Rapidly implement identified recommendations

Timeline: What are the critical milestones and compl etion dates for each task?

Identify contractor for IV&V by 9/2003
Begin tegting by 10/2003

Responsible Parties. |dentify the person(s) and/or entity assigned to complete each task.

MDPH, and itsidentified contracts, possibly with direct assstance from CDC.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured by continued 1V &V with rapid deployment of identified recommendations.

3. Activitiesthat may be considered:

a  Edablishafirewdl for the protection of critical information resources from the Internet.

Strategies: What overarching approach(es) will be used to undertake this activity?

Firewalls will be used to protect al web-based applications from wire and wireless access through the
Internet. Firewalswill securdly provide accessto an ebXML SOAP gateway to provide a service for
secure Internet receipt of public hedth information. MDPH plans to host most of its application at
Commonweslth run facilities that leverage a secure enterprise architecture. Once established, the hosting
infragtructure within the Commonwedth will alow for multiple gpplications and adequate data protection.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Design gpplication architecture
Purchase and deploy necessary hardware/software to establish firewall

Timeline: What are the critical milestones and compl etion dates for each task?

Design application architecture by 10/2003
Egablish firewal by 10/2003
Identify contractor IV&V by 9/2003

Responsible Parties: Identify the person(s) and/or entity assigned to complete each task.

MDPH, itsidentified contractors and ITD will oversee this function.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured by the implementation of firewalls and subsequent IV& V.
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b.  Implement Public Key Encryption (PKI), according to specificationsin IT Function #9
(see Appendix 4) or equivaent methods of strong authentication for remote access from
the Internet.

Strategies: What overarching approach(es) will be used to undertake this activity?

The current username and password security of the Alert Network will be augmented to include a
second factor authentication. The selection, implementation, distribution and management of this second
factor isbeing driven by not only the needs of the Alert Network, but aso other gpplications within the
Commonwedlth. Recognizing that authentication mechanisms and identity proofing (verifying that a user
requesting regigiration with an gpplication isin fact who he or she clamsto be) should be a centrdly
administered service, MDPH has been working in close concert with many other state agencies.
Security policies will be implemented with authentication based on industry standard X.509 certificates,
secure tokens and other gpplicable means as identified.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Conduct research and make strategic decision about best second factor authentication method
for DPH and other Commonwedl th applications.

Integrate second factor authentication with Commonwedth’s sngle sgn-on web portal

Maintain role-based directory utilizing LDAP v3.0

Timeline: What are the critical milestones and completion dates for each task?

Integration of second factor authentication by 2/2004
Ongoing maintenance of role-based directory

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

ITD, MDPH and its contractors will oversee these tasks.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

I ndependent verification of security on an annud basis with successful implementation of identified
recommendations.

c. Deveop role-based authorization technology and processes to ensure sdective
authorization to information resources using technologiesidentified in IT Function #7 (see

Appendix 4).

Strategies. What overarching approach(es) will be used to undertake this activity?

With input from numerous agencies, MDPH has implemented an extensve role-based directory. This
directory is currently leveraged for authentication and authorization to multiple IT sysems. Whilethe
Alert Network is currently functiona, a Commonwedlth identity management solution, Secure Enterprise
Identity Management (SEIM), is being explored with the intention of migrating the Alert Network’ s user
directory into that environment at the appropriate time. Directories will utilize an LDAP standard- based

Page 20 of 34




gt T Continuation Guidance — Budget Year Four

e ;
£ Attachment E
E_ c Budget Period Three Progress Report and Budget Period Four Workplan
,‘%ﬁ

e

service to adlow data access and sharing as appropriate.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Maintain role-based directory for Alert Network
Transfer and share, as appropriate, directory information utilizing LDAP Data Interchange
Format (LDIF) standard

Timeline: What are the critical milestones and completion dates for each task?

Maintenance of directory is on-going
LDIF messaging in place by 11/2003

Responsible Parties: Identify the person(s) and/or entity assigned to complete each task.

MDPH and its identified contractors will oversee these tasks.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Successful implmentation of role-based director will include wide coverage of public hedth partnersin
the directory structure; successful LDIF messaging will be evduated by the ability to securdy transfer
and share directory information between apprpriate directory structures.

d. Inditute server- and dient-based virus checking software to protect critica systems.

Strategies. What overarching approach(es) will be used to undertake this activity?

All critical sysemswill have server and dient based virus checking software as gppropriate. Currently
MDPH uses Trend Micro's NeatSuite gpplication to provide comprehensice server Side virus protection
of the Massachusetts Alert Network. Client Sde virus protection is administered centrally to al DPH
desktops.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Continue maintenance and upgrade of virus protection software.
Egtablish virus protection on dl future critical systlems.

Timeline: What are the critical milestones and completion dates for each task?

Ongoing.

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and partnering vendors.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

MDPH routinely updates and monitors virus protection software. In addition, an eement of system
independent verification and validation includes testing the robustness of the deployed virus protection
software.

e.  Contract with an independent IT security firm to perform ongoing penetration testing and
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vulnerability andyss

Strategies: What overarching approach(es) will be used to undertake this activity?

Penetration and vulnerahility testing is aroutine part of the Commonwedth’'s System Development Life
Cydle. Pleaserefer to Critical Capacity 13, Recipient Activity numbers 2, 3a, and 3b.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

| Please refer to Critical Capacity 13, Recipient Activity numbers 2, 3a, and 3b.

Timeline: What are the critical milestones and completion dates for each task?

Please refer to Critical Capacity 13, Recipient Activity numbers 2, 3a, and 3b.

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

| Please refer to Critical Capacity 13, Recipient Activity numbers 2, 3a, and 3b.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Please refer to Critica Capacity 13, Recipient Activity numbers 2, 3a, and 3b.

f. Integrate al remote access to health department I T resources usng commercid, off-the-
shelf products for asingle method of authentication.

Strategies. What overarching approach(es) will be used to undertake this activity?

The Commonwedth has initiated a project to provide a secure, angle-sSgn-on portd to dl Sate
government applications. MDPH plan to support and cooperate with the Secure Enterprise [dentity
Management (SEIM) project in order to establish a scalable means of user authentication. Currently the
Commonwesdlth has purchased the Netegrity Site Minder product and is engaged in defining the
gopropriate policies and responghbilities for its adminidration and maintenance.

For additiond information, please refer to Critica Capacity 13, Recipient Activity number 3b.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

For additiona information, please refer to Critical Capacity 13, Recipient Activity number 3b.

Timeline: What are the critical milestones and compl etion dates for each task?

For additiond information, please refer to Critica Capacity 13, Recipient Activity number 3b.

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

For additiond information, please refer to Critical Capacity 13, Recipient Activity number 3b.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

For additiond information, please refer to Critical Capacity 13, Recipient Activity number 3b.
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g Implement software systems and/or serversto support Critical Capacities elsewherein
this guidance. Provide training and support on these systems to improve the ability of
public hedth participants to effectively use them.

Strategies: What overarching approach(es) will be used to undertake this activity?

MDPH plans to support requirements for and development or purchase of an Assets Management
system to meet the needs of public hedth (including hospitdls and EMS) and public safety (specificaly
MEMA). If available, COTS solutions that provide functions to support al agenciesincluding a hospita
diverson system will be prioritized. Once implemented, training and support of the system will be
provided.

Additionaly, MDPH plansto provide support and training to I T and lab professonads at hospitalsin
order to ensure that al hospitals actively particpate in ELR activities as described in Critical Capacity
#14, recipient activites 1-7.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Requirements analyss for Assets Management system

|dentification and implementation of COTS solution, if avallable

Support and training for roll-out of Assets Management system

Support and training of hospital based IT and lab professonals to ensure effective ELR as
described in Critical Capacity #14

Timeline: What are the critical milestones and completion dates for each task?

Requirements andysis for Assets Management system by 10/2003

| dentification and implementation Assets Management system by 2/2004

Support and training for roll-out of Assets Management system by 3/2004

Support and training of hospital based IT and lab professionals for ELR begins by 9/2003

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and its identified contractors will oversee these projects.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured by the implementation of an Assets Management system and participation in
ELR.

CRITICAL CAPACITY #14: To ensure secure eectronic exchange of clinicd, laboratory,
environmenta, and other public hedth information in standard formats between the computer systems of
public hedth partners. Achieve this cgpacity according to the rdlevant IT Functions and Specifications
(see Appendix 4).

RECIPIENT ACTIVITIES:
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1. Assess the existing capacity in your jurisdiction to exchange eectronic datain compliance with
public hedth information and data € ements exchange standards, vocabularies, and
gpecifications as referenced in the NEDSS initiative. (Build according to I'T Functions #1-9in
Appendix 4.) If necessary, develop a proposd for improvements during this budget cycle.
(LINK WITH CROSSCUTTING ACTIVITY INTEROPERABILITY OF IT
SYSTEMS, Attachment X)

Strategies. What overarching approach(es) will be used to undertake this activity?

MDPH will continue to enhance its eectronic communications capailities to provide secure, timdly test
reporting and surveillance information with our public hedth partners to support public hedth disease
reporting and surveillance ectivities. MDPH has recently completed the conceptual design of the
Electronic Laboratory Reporting and Communication (ELR) Component. The ELR component will
alow secure dlient transactions through web- based communications.

The conceptud design of the ELR Component includes the use of acommercid interface engineasa
solution for transmission and reception of HL7 messages and data. The interface engine will be sdlected
to support HL7, Verson 2.4 and earlier, ebX ML, message queues and the ability to trandate and
manipulate LOINC and SNOMED codes. The web interface will use standard web security features of
the web server platform, which will be sdlected during the detailed design phase, and include strong
authentication connectivity. Theseinclude HTTP User Authentication and sesson encryption usng
HTTPS and secure socket layer (SSL).

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Define the detailed requirements of the ELR Component to report |aboratory results using HL7
messaging and remote |aboratory test result inquiry capabilities

Determine the readiness of select hospitals and laboratories to report results eectronically.
Evauate that system participant’ s HL 7 interface capabilities

Ensure that system participants have Internet Connectivity and that the connection isaminimum
of 56K bps or ideally 384 Kbps or greater and can support 128 bit encryption.

Create functiona specifications that include the defined business logic, data requirements and
information processing. This aso will include the identification of potentid COTS solutions
Refine technicd architecture including specifications of the optimum technology associated with
the hardware, software, communications and interface of the ELR Component.

Timdine: What are the critical milestones and compl etion dates for each task?

Requirements defined by 9/2003

Hospitals and laboratories readiness evaluated by 9/2003

Ensure Internet Connectivity and encryption by 9/2003

Create functiona specifications and identification of potential COTS solutions by 12/2003
Refine technicd architecture by 3/2004

Responsible Parties: Identify the person(s) and/or entity assigned to complete each task.
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MDPH and its identified contractors will oversee this project.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

The ELR Component will be developed in accordance with the MPDH Systems Development Life
Cycle (SDLC) methodology. Metrics will be employed on selected tasks as gppropriate to monitor
performance, identify potentia issues as early as possible in the SDLC process and determine the
effectiveness of remedid actions taken. Mg or milestones dates will be monitored as to the estimated and
actual completion dates. Once the metrics are defined and gathered, they will be communicated regularly
to the Project Team for project tracking and process improvements.

2. Ensure that the technical infrastructure exists to exchange avariety of datatypes, induding
possible cases, possible contacts, specimen information, environmenta sample information, lab
results, facilities, and possible threat information. (Build according to IT Functions#1-9in
Appendix 4). (CRITICAL BENCHMARK #21)

Srategies. What overarching approach(es) will be used to undertake this activity?

Asdiscussed in Focus Area B, MDPH isaNEDSS Base System (NBS) state. MDPH plans afull
interface between ELR and the NBS. For specific details on the planned implementation of the NBS
and ELR, please refer to Focus Area B, Critica Capacity 5, Recipient Activity 11 and Focus Area E,
Critica Cagpacity 14, Recipient Activity 1.

All sygemswill be in compliance with IT Functions 1-9 in Appendix 4.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Please refer to Focus Area B, Critical Capacity 5, Recipient Activity 11 and Focus Area E, Critical
Capacity 14, Recipient Activity 1.

Timeline: What are the critical milestones and completion dates for each task?

Please refer to Focus Area B, Critical Capacity 5, Recipient Activity 11 and Focus Area E, Critical
Capacity 14, Recipient Activity 1.

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

Please refer to Focus Area B, Critical Capacity 5, Recipient Activity 11 and Focus AreaE, Critical
Capacity 14, Recipient Activity 1.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Please refer to Focus Area B, Criticd Capacity 5, Recipient Activity 11 and Focus Area E, Critica
Capacity 14, Recipient Activity 1.

3. Deveop firewd| capabilities and Web technology and expertise to implement and maintain an
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XML-compliant SOAP service for the secure exchange of information over the Internet.

Strategies: What overarching approach(es) will be used to undertake this activity?

A key function of the Electronic Laboratory Reporting (ELR) project, State L aboratory Information
System (SLIS) and NBS solution, are XM L-compliant SOAP secure messaging services designed for
enterprise utilization. Leveraging a shared services modd, MDPH plansto work closdly with other key
gtakeholders, both interna and externd to the Department. All the necessary firewall and Demilitarized
Zoneswill be established to ensure gpplication security. Additiondly, this security will be tested and

andyze by independent parties.

For additiond information please refer to Critical Capacity 13, Recipient Activity 3a

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Please refer to Critica Capacity 13, Recipient Activity 3a

Timeline: What are the critical milestones and completion dates for each task?

Please refer to Critical Capacity 13, Recipient Activity 3a

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

Please refer to Critica Capacity 13, Recipient Activity 3a

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Please refer to Critica Capacity 13, Recipient Activity 3a

4, Develop systems and databases to implement the specifications, vocabularies, and standards to
exchange like data with public hedth partners.

Srategies. What overarching approach(es) will be used to undertake this activity?

MDPH has an established Data Standards Committee which has been meeting monthly since January
2002. The Committee includes representatives from al MDPH bureaus, with the goa of seting
MDPH-wide data stlandards to facilitate secure dectronic information exchange both within MPDH and
with our public hedlth partners. The MDPH standards are based upon authoritative national and
international sources and drawn primarily from PHIN standards including LOINC and SNOMED.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Continued facilitation of and participation in the Data Standard Committee

Utlization of PHIN compliant coding sysemsfor dl laboratory data and other public hedth
information systems

Obtain appropriate LOINC and SNOMED codes from CDC for dl reportable events

Timeline: What are the critical milestones and compl etion dates for each task?

| - Ongoing particpation in the Data Standard Committee
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Obtain and utilize appropriate code sets by 10/2003

Responsible Parties. |dentify the person(s) and/or entity assigned to complete each task.

MDPH and CDC.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be determined by utlization of al nationdly defined sSandards,

5. Implement message parsing technology to dlow for the creation and processing of public hedth
information messages.

Srategies. What overarching approach(es) will be used to undertake this activity?

In coordination with the ELR project, MDPH plans to create a strategic enterprise solution for message
brokering including processing and trangmitting. This technology will support interfaces for numerous
message protocolsincluding, but not limited to, X12 and HL7. As part of the system development life
cycle, MDPH will consder COTS solutions and/or custom devel opment.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Define requirements for message parsang technology
Define high leve architecture

Design and develop or purchase technology
Implement message broker technology

Timeline: What are the critical milestones and completion dates for each task?

Definition of requirements for message parsing technology by 7/2003
Define high level arhetecture by 3/2004

Identify technologica solution by 4/2004

Initiate pilot implementation of message broker technology by 6/2004

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and partnering vendors.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be measured by the establishment of apilot project. All contracted vendors engaged with
MDPH must submit routine project progress reports to MDPH management for review. This
fundamentd requirement of the MDPH System Development Life Cycle and contract engagement is
cruda in managing vendors.

6. Participate in nationa stakeholders meetings, data modding activities, and joint application
development sessons to help specify the data types that will be exchanged among public hedth
partners and to understand how to implement them.
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Strategies. What overarching approach(es) will be used to undertake this activity?

In addition to participation in nationa stakeholders meetings, MDPH has an established Data Standards
Committee which has been meeting monthly since January 2002. The Committee includes
representatives from al MDPH bureaus, with the god of setting MDPH-wide data sandards to facilitate
secure dectronic information exchange both within MPDH and with our public hedth partners. The
MDPH standards are based upon authoritative nationa and internationa sources and drawn primarily
from PHIN standards. Both the NBS coordinator/project manager and NBS Lead for MDPH are
participants on the MDPH Data Standards Committee.

The NBS coordinator/project manager works with staff in the Bureau of Laboratory Sciencesin ajoint
development project to facilitate confidentia data exchange between MDPH and its clinica |aboratory
partners.

The NBS coordinator/project manager acts as aresource for staff at the Bureau of Environmentad Hedlth
Asessment (BEHA) responsible for the development of the Environmental Hedlth Tracking Network
(EHTN).

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Continued participation in gppropriate committees and attendance at al nationa stakeholders
medtings

Timeline: What are the critical milestones and compl etion dates for each task?

| . Ongaing

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be determined by participation in al appropriate forums and utlization of al nationdly
defined standards.

7. (HRSA/CDC Cross-Cutting Activity) Laboratory Data Standard
a.  Adopt and implement LOINC as the standard for ectronic exchange of clinica laboratory
results and associated clinical observations between and among public health department
laboratories, hospital-based laboratories, and other entities, including collaborating
academic hedlth centers, that have amgor role in responding to bioterrorism and other
public hedth emergencies. (CRITICAL BENCHMARK #22)

Strategies. What overarching approach(es) will be used to undertake this activity?

As part of implementation of the NBS and ELR projects as defined previoudy, MDPH will utlize
LOINC and SNOMED for dl dectronic exchange of clinica laboratory results and associated clinical
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Tasks: What key tasks will be conducted in carrying out each identified strategy?

Utlization of PHIN compliant coding syssemsfor al laboratory data and other public hedth
information systems
Obtain appropriate LOINC and SNOMED codes from CDC for dl reportable events

Timeline: What are the critical milestones and completion dates for each task?

Obtain and utilize appropriate code sets by 10/2003

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and CDC

Evaluation Metric: How will the agency deter mine progress toward successful completion of the
overall recipient activity?

Success will be determined by utlization of LOINC and SNOMED.

b. In connection with CDC- provided technical assstance, identify areas where refinement or
extenson of LOINC would enhance public health emergency preparedness.

Strategies: What overarching approach(es) will be used to undertake this activity?

In conjunction with CDC, MDPH will identify |aboratory tests and clinical observations where nationdly
defined LOINC and or SNOMED codes are either unavailable or ambiguous.

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Obtain appropriate LOINC and SNOMED codes from CDC for dl reportable events
Assess code sets for completeness and communicate resultsto CDC

Timeline: What are the critical milestones and compl etion dates for each task?

Obtain and utilize appropriate code sets by 10/2003
Provide analysis of code sets by 1/2004

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

MDPH and CDC

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

Success will be determined by identification of gaps in coding sets and the subsequent utlization of
LOINC and SNOMED.

ENHANCED CAPACITY #9: To provide or participate in an emergency response management
system to aid the deployment and support of response teams, the management of response resources,
and thefadilitation of inter-organizationa communication and coordination.

RECIPIENT ACTIVITIES:
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1 Assess the exigting capacity in your jurisdiction related to emergency response management
systems. Identify existing systems and ascertain their relevance and suitability for public heglth
participation, including disaster smulation, logistics management, threet tracking and
management, geographic mapping for visudization of events, and emergency resource provison
and management. If necessary, develop a proposa for improvements during this budget cycle.
(LINK TO CROSSCUTTING ACTIVITITY INTEROPERABILITY OF IT
SYSTEMS, Attachment X)

Strategies. What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and compl etion dates for each task?

Responsible Parties. |dentify the person(s) and/or entity assigned to complete each task.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

2. Ensure participation, training, and drilling of public health personne in the use of an emergency
response management system.

Strategies. What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and compl etion dates for each task?

Responsible Parties: Identify the person(s) and/or entity assigned to compl ete each task.
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Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

3. If an adequate system does not exist with emergency response partners, implement a
commercd, off-the-shelf system for the support of these functions.

Strategies: What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and compl etion dates for each task?

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

4, Train and drill public hedth participants in the use of existing emergency response sysems.

Strategies. What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and compl etion dates for each task?

Responsible Parties. |dentify the person(s) and/or entity assigned to complete each task.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

ENHANCED CAPACITY #10: To ensure full information technology support and services.
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RECIPIENT ACTIVITIES:

1. Ass=ss the exigting capacity in your jurisdiction related to the full provison of information
technology support according to industry standard practices including modern software
development practices, user support practices, and ongoing monitoring and maintenance of
systems. If necessary, develop a proposd for improvements during this budget cycle.

Strategies. What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and completion dates for each task?

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

2. Implement explicit arrangementswritten policies for adequate network and desktop user
support, including the ability of users to obtain answers to hardware and software operationa
questions, repair of equipment, ingtalation of new equipment and software, administration of
servers where gppropriate, and other genera technica support.

Strategies: What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and compl etion dates for each task?

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.
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Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

3. Develop technica support gaff available in an industry standard ratio of one full time equivaent
support person for each 60-100 workstations covered.

Strategies: What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and completion dates for each task?

Responsible Parties: |dentify the person(s) and/or entity assigned to complete each task.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

4, Provide critical operaiond support functions with less than 24-hour dternate Ste provison.

Strategies. What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and completion dates for each task?

Responsible Parties. |dentify the person(s) and/or entity assigned to complete each task.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?

5. Implement software and/or systems to support critica activities €l sewhere in this guidance with
gppropriate redundancy, syslems mirroring, and/or systems fail-over to provide secure and
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continuous access to critical | T services.

Strategies. What overarching approach(es) will be used to undertake this activity?

Tasks: What key tasks will be conducted in carrying out each identified strategy?

Timeline: What are the critical milestones and compl etion dates for each task?

Responsible Parties: Identify the person(s) and/or entity assigned to complete each task.

Evaluation Metric: How will the agency determine progress toward successful completion of the
overall recipient activity?
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